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About the North Carolina Judicial Branch

The mission of the North Carolina Judicial Branch is to protect and preserve the rights and liberties of all the people
as guaranteed by the constitutions and laws of the United States and North Carolina by providing a fair, independent
and accessible forum for the just, timely and economical resolution of their legal affairs.

About the North Carolina Administrative Office of the Courts

The mission of the North Carolina Administrative Office of the Courts is to provide services to help North Carolina’s
unified court system operate more efficiently and effectively, considering each courthouse’s diverse needs,
caseloads, and available resources.
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I PURPOSE

The purpose of this NCAOC Acceptable Use Policy (“AUP”) is to outline the acceptable rules of behavior
for Organizational Users who access and use Information Technology Resources provided by the North
Carolina Administrative Office of the Courts (NCAOC) in compliance with the NCAOC Planning Policy and
NCAOC Planning Procedures.

This policy will:

e establish the minimum, acceptable rules of behavior with which Organizational Users must comply
regarding access to and use of Information Technology Resources;

e comply with applicable federal and state law and other rules and regulations;

e establish Organizational Users’ obligation to acknowledge they understand and agree to the
acceptable use and access requirements in this policy; and

e strive to protect Information Technology Resources from unauthorized access, use, disclosure, or
transmission and from misuse, loss, Vulnerability, compromise, and a Security Breach.

2 AUDIENCE

The audience for this policy includes all Organizational Users who access or use Information Technology
Resources, and who are responsible for managing Information Technology Resources, information
technology, and the NCAOC Information Security, Risk, Information Assurance, and Privacy Programs.

3 SCOPE

This policy and any associated procedures, guidelines, or plans function within the overall framework of
NCAOC policies, procedures, guidelines, and plans established in support of NCAOC Information Security,
Risk, Information Assurance, and Privacy Programs, as authorized by the NCAOC Chief Technology Officer.

Exceptions to this policy must be based on an assessment of any associated risk, any compensating or
mitigating controls, and the written acceptance of that risk by the Information Security Committee
pursuant to authority delegated by the NCAOC Chief Technology Officer.

This policy applies to Organizational Users’ access and use of Information Technology Resources. This
policy supersedes the NCAOC Electronic Messaging, Internet and Computer System Use Policy adopted
in April 2012. When applicable, Organizational Users should include security planning controls in contracts
or agreements with Third Parties.

This policy satisfies G.S. § 143-805(c), which requires that the Judicial Branch adopt a policy governing the
use of NCAOC Networks and Devices owned, leased, maintained, or otherwise controlled by the Judicial
Branch.

While this policy does not apply to Non-Organizational Users, all Users who elect to access the Guest
Wireless Network using a non-NCAOC-issued, personal device shall acknowledge the terms of the Guest
Wireless Disclaimer prior to connecting to the Guest Wireless Network.
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4 DEFINITIONS

At Rest: The state of Data when it is located on storage devices as specific components of NCAOC
Information Systems.

Collaborative Computing: A diverse collection of information technologies designed to support work
between Users and improve workforce productivity and creativity by enabling Users to more readily
access each other and the information they need when they need it. Collaborative Computing arose from
early generations of single stand-alone applications, such as instant messaging and video conferencing,
that were intended to bridge geographic distances between individuals who work together. Types of
Collaborative Computing include applications such as Teams and Webex. Types of Collaborative
Computing devices include immersive video, networked white boards, cameras, and microphones.

Confidential: Data Classification for Data protected from unauthorized disclosure under North Carolina or
federal law and is in the possession of the Judicial Branch.

Confidential Data: Data classified as Confidential.

Cybersecurity Incident Severity: The following definitions are presented in order of increasing severity:
Cybersecurity Event or Event: Any observable occurrence in an NCAOC Information System, the Judicial
Branch Network or a Third Party Network. Events include but are not limited to a User connecting to a
File Share, a server receiving a request for a Web page, a User sending an email, a firewall blocking a
connection attempt, or any observable User behaviors within the secure environment. A Cybersecurity
Event may or may not become a Cybersecurity Incident. [NISTSP 800-61 rev 2 p 6]

Cybersecurity Incident or Incident: Actions taken using computer networks that result in an actual or
potentially adverse effect on an NCAOC Information System or the Data residing therein. [NIST IR 7298
Revision 2, Glossary of Key Information Security Terms]

System Breach: Any Cybersecurity Incident that results in unauthorized access to Data, applications, or
NCAOC Information Systems. A System Breach may meet the definition of a “Security Breach” for
purposes of complying with the NC Identity Theft Protection Act notification requirements in G.S. § 75-
65.

Network Breach: Any Cybersecurity Incident that results in unauthorized access to Judicial Branch
Network or Third-Party Network devices or traffic. A Network Breach may meet the definition of a
“Security Breach” for purposes of complying with the NC Identity Theft Protection Act notification
requirements in G.S. § 75-65.

Security Breach: Defined in G.S. § 75-61(14) as an “[l]incident of unauthorized access to, and acquisition
of, unencrypted and unredacted records or data containing [Plersonal [I]nformation, where illegal use
of the [P]ersonal [IInformation has occurred or is reasonably likely to occur or that creates a material
risk of harm to a consumer. Any incident of unauthorized access to and acquisition of encrypted records
or data containing [P]ersonal [I]nformation along with the confidential process or key shall constitute a
[S]security [B]reach. Good faith acquisition of [P]ersonal [IInformation by an employee or agent of the
business for a legitimate purpose is not a [S]ecurity [B]reach, provided that the [P]ersonal [I]nformation
is not used for a purpose other than a lawful purpose of the business and is not subject to further
unauthorized disclosure.” A System Breach, Network Breach, or Privacy Breach may meet the definition
of a Security Breach for the purposes of complying with the NC Identity Theft Protection Act notification
requirements in G.S. § 75-65.
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Data: Information in electronic form (either an individual Data element or a Data set) in the possession of
the Judicial Branch.

Data Classification: The process by which Data is labeled and categorized to determine what state or
federal statutes or regulations apply, what level of Risk exists if the Data is compromised, and what
security controls and privacy safeguards the NCAOC must apply to mitigate such Risk. Data shall be
classified as “Public” or “Confidential.” Refer to the NCAOC Data Classification Policy for more
information about, and examples of, these Data Classifications.

Data element: A singular piece of Data.

Data set: A collection of Data elements that may be accessed individually or in combination or managed
as a whole entity.

Device: Any cellular phone, desktop or laptop computer, or other electronic equipment capable of
connecting to a Network. (G.S.§ 143-805(g)(1))

Digital Media: A form of electronic media where Data are stored in digital (as opposed to analog) form
[NIST 800-53, r5 glossary]. Examples of Digital Media include but are not limited to printers, copiers,
magnetic storage tapes, diskettes, removable/external hard drives, flash/thumb drives, compact disks,
digital video disks, and other portable and removable storage devices with data storage capability, such
as a Device, personal digital assistants, digital cameras, and audio recording devices.

Event: A Cybersecurity or Privacy Event.

File Sharing: The practice of or ability to transmit files from one computer to another over a network or
the Internet.

Guest Wireless Network: The NCAOC provides a guest wireless network, separate and apart from the
Judicial Branch Network to which Users can connect their personal Digital Media after acknowledging the
terms of the Guest WiFi Disclaimer.

Handling: The process by which Users collect, use, process, disclose, transmit, store, retain, archive,
sanitize, or dispose of Data in electronic or paper forms.

Hiring Authority: An Organizational User’s supervisor or an individual who is responsible for hiring
Organizational Users in his or her division, office, or area.

lllegally Obtain: Download or disseminate copyrighted works or other materials outside the provisions of
“fair use” or without the permission of the copyright holder.

Information Technology Resource: An NCAOC-issued resource, or Third Party resource provided at the
request of the Judicial Branch, for electronic storage, processing, or transmission of Data as well as Data
in electronic form. An Information Technology Resource includes, but is not limited to, an NCAOC
Information System, an NCAOC Information System Component, NCAOC Networks, Digital Media,
electronic mail, voice mail, eFax, phone systems, computer systems, Internet connectivity, and Data
storage in NCAOC Network drives or environment(s).

Invasion of Privacy: Unjustifiable intrusion into the personal life of another without consent. Personal life
is inclusive of personal space and possessions.
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Judicial Branch Cloud Application: A cloud-based application/program used to perform official North
Carolina Judicial Branch business functions or tasks. These application(s)/program(s) include but are not
limited to native, mobile and on premises cloud applications. Examples include but are not limited to
Odyssey, eWarrants, eCitation, Portal, File and Serve, Teams, Webex, OneDrive, Azure Files, RPA Cloud,
SharePoint, the cloud platform on which www.nccourts.org operates, Outlook (email), Microsoft Word,
Excel and PowerPoint, eFax, Axon, LiquidFiles, etc.).

Judicial Branch Network: The Judicial Branch Network comprises two networks, a Judicial Branch On-
Premises Network and a Judicial Branch Wireless (Wi-Fi) Network. The Judicial Branch On-Premises
Network is the NCAOC-wired communications backbone that connects computers and related devices
across statewide Judicial Branch locations and enables inter-communication with authorized Third Parties.

Likelihood: A weighted factor based on a subjective analysis of the probability that a given Threat is
capable of exploiting a given Vulnerability or a set of Vulnerabilities.

Malware: Malware is software specifically designed to disrupt, damage, or gain unauthorized access to a
computer system. Malware can infect NCAOC Information Systems by being bundled with other programs
or attached as macros to files. Others are installed by exploiting a known Vulnerability in an operating
system (OS), network device, or other software. The vast majority, however, are installed by some action
from a User, such as clicking an email attachment or downloading a file from the Internet.

There are several types of Malware, but two common types are Viruses and Worms. Damage from
Malware varies from causing minor irritation (such as browser popup ads), to stealing Confidential Data
or money, destroying Data, and compromising and/or entirely disabling NCAOC Information Systems and
networks.

Network: Any of the following, whether through owning, leasing, maintaining, or otherwise controlling:

e The interconnection of communication systems with a computer through remote or local terminals,
or a complex consisting of two or more interconnected computers or telephone switching equipment;

e Internet service; or

e Internet access. (G.S. § 143-805(g)(3))

Non-Organizational Users: Users other than those explicitly defined as “Organizational Users” (e.g.,
authorized visitors, guests, or Third Parties who perform services on behalf of the NCAOC).

NCAOC Information System: An NCAOC on-premises information system or Judicial Branch Cloud
Application(s) that process, store, or transmit Data or provide information technology services to the
Judicial Branch for its use.

NCAOC Information System Component: A discrete, identifiable NCAOC information technology asset
(e.g., hardware, software, firmware) that represents a building block of an NCAOC Information System.

NCAOC Networks: For the purpose of this policy, NCAOC Networks include the Judicial Branch Network,
Guest Wireless Network, and the Third-Party Network.

Organizational Users: Permanent or temporary employees, court or judicial officials, paid or unpaid
interns, volunteers, or contractors of the Judicial Branch who have authority from their Hiring Authority
to Handle Information Technology Resources in performance of their assigned duties on behalf of the
Judicial Branch.
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Personally Identifiable Information (Pll): For the purpose of this policy, Pll includes the following
information that is classified as Confidential:!

Social security numbers;

Driver’s license numbers;

SBI aka SID numbers;

SBI check digit numbers;

Telephone numbers of criminal defendants;

Veteran Administration (VA) file numbers, which are typically based on social security numbers;
Employer taxpayer identification numbers;

State identification card numbers;

Passport numbers;

Checking account numbers;

Savings account numbers;

Credit card numbers;

Debit card numbers;

Personal Identification (PIN) Code as defined in G.S. § 14-113.8(6);

Passwords;

Digital signatures;

Any other numbers or information that can be used to access a person's financial resources;
Biometric data;

Medical information classified as Confidential (e.g., multidisciplinary team evaluations in
incompetency cases (G.S. 35A-1111), substance abuse records (42 C.F.R. Part 2), incapacity
evaluations unless introduced into evidence (G.S. 15A-1002(d), etc.);

Fingerprints; and

Any other personal information that is classified as Confidential.

Pirate: the illegal copying, installation, use, distribution or sale of software in any way other than what is
expressed in the software license agreement.

Privacy Incident Severity: The following definitions are presented in order of increasing severity:

Privacy Event: Actions taken using any medium (paper or electronic) where it is suspected that there
may have been a loss of control, compromise, improper or unauthorized viewing of, unauthorized
disclosure of, unauthorized acquisition of, alteration to, damage to, access to, misuse or loss of,
modification of, or destruction of or a situation where persons other than authorized Users, or for an
other than authorized purpose, have access or potential access to an NCAOC Information System or
Data. A Privacy Event may or may not become a Privacy Incident.

Privacy Incident: Actions taken using any medium (paper or electronic) that result in an actual or
potentially adverse effect on an NCAOC Information System or Data because of a loss of control,
compromise, improper or unauthorized viewing of, unauthorized disclosure of, unauthorized
acquisition of, alteration to, damage to, access to, misuse or loss of, modification of, or destruction of

1 Pursuant to G.S. 132-1.10(c)(7) and (d), the following types of PII listed below are not protected by law when appearing in
official records of the courts: Digital Signatures; biometric data; fingerprints; or any other numbers or information that can be
used to access a person's financial resources. For more information on Pll in court records, including filers’ and clerks’ respective
duties to redact certain types of Pll, see the Memo entitled Redaction of Personal Identifying Information in Court Records by
Clerks of Superior Court in eCourts Counties at this link: https://juno.nccourts.org/sites/default/files/files/2024-Revised-Clerks-
Redaction-and-PlI-Memo.pdf.
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or any similar term referring to situations where persons other than authorized Users, or for other than
an authorized purpose, have access or potential access to Data.

Privacy Breach: A Privacy Incident that results in persons other than authorized Users, or for other than
an authorized purpose, having access to NCAOC Information Systems or to Confidential Data that were
unencrypted and unredacted. A Privacy Breach may meet the definition of a “Security Breach” for
purposes of complying with the NC Identity Theft Protection Act notification requirements in G.S. § 75-
65.

Security Breach: Defined in G.S. § 75-61(14) as an “[l]incident of unauthorized access to, and acquisition
of, unencrypted and unredacted records or data containing [Plersonal [I]nformation, where illegal use
of the [P]ersonal [IJnformation has occurred or is reasonably likely to occur or that creates a material
risk of harm to a consumer. Any incident of unauthorized access to and acquisition of encrypted records
or data containing [P]ersonal [I]nformation along with the confidential process or key shall constitute a
[Slecurity [B]reach. Good faith acquisition of [P]ersonal [I]nformation by an employee or agent of the
business for a legitimate purpose is not a [S]ecurity [B]reach, provided that the [P]ersonal [I]nformation
is not used for a purpose other than a lawful purpose of the business and is not subject to further
unauthorized disclosure.” A Privacy Breach may meet the definition of a Security Breach for the
purposes of complying with the NC Identity Theft Protection Act notification requirements in G.S. § 75-
65.

Pornography: Any Material depicting Sexual Activity (G.S. § 143-805(g)(4)). Used in the context of this
definition of Pornography, Material includes pictures, drawings, video recordings, films or other visual or
physical depictions or representations, including digital or computer-generated visual depictions or
representations created, adapted, or modified by technological means, such as algorithms or artificial
intelligence, but not material consisting entirely of written words. (G.S. § 14-190.13(2))?

Public: Data Classification for one or more Record(s) that are not confidential under federal or North
Carolina law.

Public Data: Data classified as Public.

Record: Documents containing Data created and Handled by Users. Data in/on these Records are
classified, labeled, and safeguarded according to the sensitivity of the Data contained therein/on.

Risk: A measure of the extent to which the Judicial Branch is Threatened by a potential circumstance or
Event and is typically a function of: (1) the adverse impacts that would arise if the circumstance or Event
occurs; and (ii) the Likelihood of occurrence.

Service Provider: A Third Party that provides a service, goods, or Data to the Judicial Branch.

Sexual Activity: Any of the following acts:

e Masturbation, whether done alone or with another human or an animal;

e Vaginal, anal, or oral intercourse, whether done with another human or with an animal;

e Touching, in an act of apparent sexual stimulation or sexual abuse, of the clothed or unclothed
genitals, pubic area, or buttocks of another person or the clothed or unclothed breasts of a human
female;

e An act or condition that depicts torture, physical restraint by being fettered or bound, or flagellation
of or by a nude person or a person clad in undergarments or in revealing or bizarre costume;

2 The definition of “material” in G.S. 14-190.13(2) was amended in section 2.(a) of S.L. 2024-37 (HB 591) to add the underlined
language above, effective December 1, 2024.
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e Excretory functions; provided, however, that this sub-subdivision shall not apply to G.S. § 14-190.17A,;
e The insertion of any part of a person's body, other than the male sexual organ, or of any object into
another person's anus or vagina, except when done as part of a recognized medical procedure; or

e The lascivious exhibition of the genitals or pubic area of any person. (G.S. § 14-190.13(5))3

Software license agreement: Agreement in which the owner of the software gives the user of the
software permission to use, but not own, the software. The agreement usually has additional terms
restricting the use and copying of the software.

Supplier: Organization or individual that enters into an agreement with the acquirer or integrator for the
supply of a product or service. This includes all suppliers in the Supply Chain, developers or manufacturers
of NCAOC Information Systems, NCAOC Information System Components, or system services; systems
integrators; vendors; product resellers; and other Third Party partners.

Third Party: Individual or an organization, external to the Judicial Branch, including visitors or guests,
vendors, other state or federal agencies, Suppliers, Service Providers, Service Organizations, or Subservice
Organizations that either has access to, uses, or provides an Information Technology Resource; processes,
transmits, or stores Data on behalf of the Judicial Branch; or will, has, or may have access to Data.

Third Party Network: A network or environment that is maintained physically, logically, and from a
security perspective, by a Third Party.

Threat: Any circumstance or Event with the potential to adversely impact Judicial Branch operations
(including mission, functions, image, or reputation), Information Technology Resources and other Judicial
Branch devices, or Individuals through an NCAOC Information System via unauthorized access,
destruction, disclosure, modification of Data, and/or denial of service. Also, a Threat is the potential for a
Threat-source to successfully exploit a particular NCAOC Information System Vulnerability. [FIPS 200]

United States: The 50 states, the District of Columbia, and the United States territories.

Users: Any type of end user that Handles Information Technology Resources. Users can include
Organizational or Non-Organizational Users.

Virus: A computer virus is a type of Malware that propagates by inserting a copy of itself into and
becoming part of another program. It spreads from one computer to another, leaving infections as it
travels. Viruses can range in severity from causing mildly annoying effects to damaging Data or software
and causing denial-of-service conditions. Almost all viruses are attached to an executable file, which
means the virus may exist on an NCAOC Information System but will not be active or able to spread until
a User runs or opens the malicious host file or program. When the host code is executed, the viral code is
executed as well.

Vulnerability: A weakness in an NCAOC Information System, application, or network that is subject to
exploitation or misuse. [NIST SP 800-61]

Worm: Computer worms are similar to Viruses in that they replicate functional copies of themselves and
can cause the same type of damage. In contrast to Viruses, which require the spreading of an infected
host file, worms are standalone software and do not require a host program or human help to propagate
To spread, worms either exploit a Vulnerability on the target system or use some kind of social engineering
to trick users into executing them. A worm enters a computer through a Vulnerability in the NCAOC

3 The definition of “sexual activity” in G.S. 14-190.13(5) was amended in section 2.(a) of S.L. 2024-37 (HB 591) to add the
underlined language above, effective December 1, 2024.
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Information System and takes advantage of file-transport or Data-transport features on the NCAOC
Information System, allowing it to travel unaided.

5 ROLES AND RESPONSIBILITIES

5.1 NCAOC Director
The NCAOC Director approves this policy and monitors the application of this policy in coordination with
the Chief Technology Officer.

5.2 Chief Technology Officer (CTO)

On authority delegated by the NCAOC Director as the authorizing official for NCAOC Information System:s,
the NCAOC CTO monitors the application of this policy in coordination with the NCAOC Director and the
NCAOC Chief Information Security Officer.

5.3 Chief Information Security Officer (CISO)

The NCAOC CISO coordinates the development, documentation, and dissemination of this policy working
in collaboration with the NCAOC CTO, NCAOC Risk Management Officer, and NCAOC Privacy Officer to
oversee implementation and enforcement of this policy.

5.4 Risk Management Officer
The NCAOC Risk Management Officer reviews this policy in coordination with the NCAOC CISO and NCAOC
Privacy Officer.

5.5 Privacy Officer
The NCAOC Privacy Officer reviews this policy, ensuring this policy considers and addresses any privacy
Risks.

5.6 Technology Services Division

The NCAOC Technology Services Division (TSD) is responsible for providing Information Technology
Resources to Organizational Users for use, granting access to Information Technology Resources, and
providing NCAOC Information System and System Component administration, including monitoring
Organizational Users’ computer policy compliance and investigating and Remediating privacy- or security-
related Events. TSD reserves the right to request the return of, limit the use of, or disable access to
Information Technology Resources for Organizational Users who violate this policy.

5.7 Human Resources Division

The Human Resources Division works in coordination with the NCAOC Director, CTO, CISO, and Office of
General Counsel to investigate, evaluate, advise, and when necessary, recommend appropriate
disciplinary action for, violations of this policy.

5.8 Judicial Branch Officials and Hiring Authorities
All Judicial Branch Officials and Hiring Authorities shall ensure that Organizational Users reporting to them
remain in compliance with this policy.

5.9 Organizational Users
Organizational Users are responsible for using Information Technology Resources as outlined in this policy.
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6 POLICY STATEMENT

6.1 Use of Technology

a.

This policy describes what Organizational Users can do and not do when using Information Technology
Resources. This policy also outlines actions the NCAOC may take to perform Judicial Branch business
and protect Information Technology Resources, other Judicial Branch assets, and Organizational
Users.

By using Information Technology Resources, Organizational Users agree to comply with this policy and
applicable state or federal laws.

This policy applies to:

1. Organizational Users who access or use Information Technology Resources provided by the
NCAOC;

2. authorized Collaborative Computing applications and devices that are connected to the Judicial
Branch Network and use NCAOC Internet addresses; and

3. actions originating from computer systems or mobile devices maintained or used by
Organizational Users connecting remotely to the Judicial Branch Network or Websites bearing the
NCAOC or Judicial Branch credentials, even when hosted outside the NCAOC’s Internet domain.

General usage of Information Technology Resources is permitted for Organizational Users within the
limitations set forth in this policy.

For privacy and security purposes, all Organizational Users shall connect all NCAOC-issued devices
only to the Judicial Branch Network — not the Guest Wireless Network.

Organizational Users may access a Judicial Branch Cloud Application on premises or remotely as

follows:

1. When using an NCAOC-issued device using the Judicial Branch On-Premises Network or Judicial
Branch Wireless Network, Organizational Users can access a Judicial Branch Cloud Application to
access, store, process, or create Data.

2. When using an NCAOC-issued device to access a Judicial Branch Cloud Application remotely on a
home or other private network (e.g., hotel, coffee shop, airport, etc.), Organizational Users are
required to use their NCAOC-supported VPN.

3. When using a non-NCAOC-issued device, Organizational Users are allowed to use Judicial Branch
Cloud Applications remotely, if authentication and authorization have been granted by the
NCAOC.
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Table 1

Device Judicial Branch On- Judicial Branch Wireless Guest Wireless Home and Other Private
Type Premises Network Network Network Network (e.g., hotel,
coffee shop, airport,
etc.)
NCAOC- Organizational Users are | Organizational Users are | Organizational Users | When using an NCAOC-issued
Issued required to use NCAOC-issued | required to use NCAOC- | are prohibited from | device, Organizational Users
Device devices when connected to | issued devices when | using NCAOC-issued | are required to use their
the Judicial Branch On- | connected to the Judicial | devices onthe Guest | NCAOC-supported VPN when
Premises Network. Branch Wireless Network. Wireless Network. connected to a home or other
private network (wired or
wireless).
Non- Organizational Users are | Organization  Users are | Organizational Users | When using a non-NCAOC-
NCAOC - prohibited from connecting | prohibited from connecting | are allowed to use | issued device, Organizational
Issued non-NCAOC-issued devices to | non-NCAOC-issued devices | non-NCAOC-issued | Users are allowed to use a
Device the Judicial Branch On-|to the Judicial Branch | devicesonthe Guest | home and other private

Premises Network.

Wireless Network.

Wireless Network.

network (wired or wireless) to
use Judicial Branch Cloud
Applications  remotely, if
authentication and
authorization have been
granted by the NCAOC.
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6.2 Personal Use of Technology
a. Organizational Users are provided the use of Information Technology Resources to perform Judicial
Branch business functions and deliver services.

b. Organizational Users shall adhere to the limitations in Table 1 above regarding accessing, storing,
processing, or creating Data when using non-NCAOC-issued, personal devices (e.g., laptops, tablets,
cellular telephones).

c. The use of Information Technology Resources and services should be consistent with Judicial Branch
and Hiring Authority goals, provide services to North Carolina citizens, enable innovative and cost-
effective ways to improve services, and promote professional growth.

d. Organizational Users’ “reasonable personal use” of Information Technology Resources during
personal, non-work hours is allowed; however, personal use shall be kept to a minimum during the
Organizational Users’ work hours and shall not cause NCAOC Information System performance
degradation, impact the privacy or security of NCAOC Information Systems, the Judicial Branch
Network, or services, or have a negative impact on Organizational Users’ work performance or
productivity. Reasonable personal use does not include supporting or opposing political campaigns.
Additionally, all activity (including limited personal use) using Information Technology Resources or
services, must adhere to all Judicial Branch policies. The NCAOC reserves the right to curtail usage of
the Judicial Branch Network, Guest Wireless Network, and NCAOC Information Systems.

6.3 Inappropriate Content

a. While the Internet and social media platforms may contain legitimate business and personal content,
they also include content that is inappropriate for Organizational Users to access. Inappropriate
content includes without limitation, content containing nudity, violence, illegal drugs, sexually explicit
content, pornography, obscenity, and gambling. Inappropriate content shall not be accessed, stored,
or utilized by Organizational Users while at work, or while using Information Technology Resources.
Organizational Users must use common sense and consideration for others in deciding which content
is appropriate for the workplace.

b. Judicial Branch leadership understands that specific Organizational Users in certain job roles may
require some exceptions to Section 6.3.a as they have a legitimate business need to access, store, and
utilize content of an “inappropriate” nature as part of their job functions. In the event the
Organizational User needs to access inappropriate content as part of their job functions, the Hiring
Authority of the Organizational User shall submit an Unblock Site Request ticket to the NCAOC Help
Desk. Approval of an Unblock Site Request shall be deemed an exception to Section 6.3.a of this policy.

c. Section 6.4.b. below governs requests by Judicial Branch elected officials or employees to view
Pornography in the course of that elected official’s or employee’s official duties. The Judicial Branch
elected official or employee must be engaged in one or more of the activities listed below in Section
6.4.a.1. through 7.

d. The NCAOC Branch employs technical controls to monitor this policy (see Section 6.7, Technical
Controls below.).

6.4. Prohibition on Viewing or Storing Pornography on Judicial Branch Networks and Devices
In addition to complying with the inappropriate content restrictions outlined above in Section 6.3, North
Carolina has issued a new law, effective October 1, 2024, mandating that the Judicial Branch shall: (1)
“not permit the viewing of pornography by its employees on a network of the judicial branch” (G.S. § 143-
805(a)); (2) “not permit an employee, elected official, or appointee of the judicial branch to view
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pornography on a device owned, leased, maintained, or otherwise controlled by the judicial branch” (G.S.
§ 143-805(b)); and (3) adopt a policy governing the use of its networks and devices, including disciplinary
actions for violations no later than January 1, 2025 (G.S. § 143-805(c) and S.L. 2024-26, Sec. 7.(f)). The
following provisions implement these statutory requirements:

a.

Judicial Branch employees, elected officials, or appointees shall not view or store Pornography on

Judicial Branch Networks or on a Device owned, leased, maintained, or otherwise controlled by the

Judicial Branch unless that Judicial Branch employee, elected official, or appointee is engaged in any

of the following activities in the course of their official duties listed in G.S. § 143-805(d):

1. Investigating or prosecuting crimes, offering or participating in law enforcement training or
performing actions related to other law enforcement purposes;

2. ldentifying potential security or cybersecurity Threats;

Protecting human life;

4. Establishing, testing, and maintaining firewalls, protocols, and otherwise implementing G.S. § 143-
805;

5. Participating in judicial or quasi-judicial proceedings;

6. Conducting or participating in an externally funded research project at one of the constituent
institutions of The University of North Carolina; or

7. Researching issues related to the drafting or analysis of the laws of the State of North Carolina as
necessary to fulfill the requirements of the employee’s official duties as an employee of the
Judicial Branch.

w

In the event a Judicial Branch elected official, appointee, or employee is engaged in any of the
activities as outlined above in Section 6.4.a.1. through 7., the elected official, appointee, or the Hiring
Authority of the employee shall submit an Unblock Site Request ticket to the NCAOC Help Desk.
Approval of an Unblock Site Request shall be deemed an exception to Section 6.4.a of this policy.

Judicial Branch employees, elected officials, and appointees who have Pornography saved to any
Device owned, leased, maintained, or otherwise controlled by the Judicial Branch must remove,
delete, or uninstall that Pornography no later than January 1, 2025, unless the Judicial Branch
employee, elected official, or appointee is, in the course of their official duties, engaged in any of the
activities listed above in Section 6.4.a.1. through 7. and has submitted their Unblock Site Request in
compliance with Section 6.4.b. (S.L. 2024-26 (Section 7(b))

Disciplinary action for violations of Section 6.4 is governed by Section 10 of this policy. (G.S. § 143-
805(c))

6.5 Additional Prohibitions on Unacceptable Use

a.

The actions included herein shall also constitute unacceptable use of Judicial Branch Applications, the
Judicial Branch Network, or a Third-Party Network. This list is not exhaustive. It is included to provide
a frame of reference for the types of activities that are deemed unacceptable.

Organizational Users shall not use Information Technology Resources to:

1. Engage in an activity that is illegal under local, state, federal, international, or other applicable
laws, including U.S. copyright law, or that fails to comply with Judicial Branch policies.

2. Engage in any activities that may cause embarrassment, loss of reputation, or other harm to the
Judicial Branch.

3. Disseminate defamatory, discriminatory, vilifying, sexist, racist, abusive, threatening, harassing,
bullying, obscene or otherwise inappropriate messages or media.

4. Engage in activities that cause an Invasion of Privacy.
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10.

11.

12.

13.

14.
15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Engage in activities that cause disruption to the workplace environment or create a hostile
workplace environment.

Make fraudulent offers for products or services.

Perform any of the following: port scanning, security scanning, network sniffing, or keystroke
logging.

Perform cyberattacks or other IT Data gathering techniques when not part of the Users’ specific
job functions.

Pirate software.

Illegally obtain copyrighted works or other materials, which may include, but are not limited to,
music, streaming services, movies, games, etc.

Reveal Judicial Branch user IDs or passwords to others, including Users, family, friends, or other
members of the Organizational Users’ household.

Render unreadable or block authorized access to any Data, document, or electronic file using non-
NCAOC-issued encryption software.

View or stream audio or video in an excessive manner that is not required to perform Judicial
Branch business.

Participate in online games.

Access or attempt to access computer systems using Information Technology Resources, including
those external to the NCAOC, without authorization by the owner of that system.

Send electronic communication messages or create Web pages with fraudulent address or header
information or containing misrepresentations in authorship or content in an attempt to deceive
others.

Use Information Technology Resources in a way that would constitute a regular private business
activity.

Deliberately misuse trademarks in Web pages and email, including Judicial-owned trademarks,
such as the official logo or seal and trademarks owned by other entities.

Provide false or misleading information in order to obtain access to Information Technology
Resources.

Use any device or software which degrades the performance of Information Technology
Resources.

Damage or attempt to damage Information Technology Resources.

Deliberately or recklessly introduce computer Viruses, Worms, or other types of Malware
technologies which would harm the integrity of Information Technology Resources as well as
attempt to create or disseminate such technologies.

Deliberately or recklessly misuse Information Technology Resources which interfere with the
ability of other Organizational Users to access or use NCAOC Information Systems or the Judicial
Branch Network or degrade the performance of NCAOC Information Systems or the Judicial
Branch Network, including techniques to disguise or obscure the source of Data network traffic.
Send unsolicited bulk electronic communication (spam) unrelated to the Judicial Branch’s mission
or related bulk email without appropriate prior approval.

6.6 Malware and Data Loss Prevention

The online criminal community utilizes both general Web and social media sites to deliver Malware
and carry out schemes designed to damage property or steal Confidential Data. To minimize Risks
related to such Threats, adhere to the guidelines listed below. While these guidelines help to reduce
Risk, they do not cover all possible Threats and are not a substitute for good judgment.

a.
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1. Do not use any NCAOC-provided email addresses to create credentials (i.e., user IDs and/or
passwords) for personal activities (e.g., social media, e-Commerce (shopping), or registration on
non-business-related sites). NCAOC-provided email addresses may be used for work related
activities, such as official Judicial Branch business, participation in professional organizations, and
continuing education. Threat actors can potentially compromise NCAOC Information Systems
when Organizational Users use their NCAOC-provided email address and/or password(s) as their
credentials for other systems.

2. Do not use the same passwords for Websites that you use to access Information Technology
Resources.

3. Do not follow links or download software from individuals or organizations that you do not know.
NCAOC Information Systems are provisioned with the necessary software for most Judicial Branch
operational needs. If there is additional software needed, Organizational Users are required to
contact the NCAOC Helpdesk for guidance and assistance in advance of installation to ensure they
do not put Information Technology Resources at Risk.

4. Do not install any File Sharing software on NCAOC-issued devices without written approval from
the NCAOC Information Security Office.

5. Do not use or insert non-NCAOC-issued Digital Media (i.e., flash drives, jump drives, thumb drives,
etc.) into NCAOC-issued devices.

6. When on NCAOC-issued devices, if any Websites or social media content looks suspicious in any
way, close your browser and do not return to that page.

6.7 Technical Controls

a.

This policy is monitored and enforced by TSD. Technical controls are in place on NCAOC Information
Systems and the Judicial Branch Network to monitor inbound and outbound Judicial Branch Network
communications to assist in enforcement of this policy and prevent internet-based attacks (Malware,
phishing, etc.).

To ensure security controls remain updated to protect against the latest cybersecurity Threats, and
to also ensure NCAOC Information System Vulnerabilities are addressed in a timely fashion,
Organizational Users are required to connect any NCAOC-issued Information Technology Resources
such as laptops to the Judicial Branch Network weekly. Remote connection via VPN meets this
requirement.

Organizational Users’ failure to connect their NCAOC-issued Information Technology Resources to the
Judicial Branch Network at least weekly for one (1) hour may result in those Information Technology
Resources being temporarily disconnected from the Judicial Branch Network and NCAOC-issued
services until all necessary updates are applied.

TSD reserves the right to block Organizational Users’ access to internet sites that may degrade Judicial
Branch Network performance; send traffic into or receive traffic from outside the United States; or
have little or no business purpose (e.g., streaming movie sites, online games, cloud sharing sites, etc.).

6.8 No Expectation of Privacy

a.

Organizational Users should understand that when using the Judicial Branch Network or other
Information Technology Resources, there is no implicit or explicit expectation of privacy. Such use
may include the Handling of files, Data, and messages.
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b. Subject to state and federal laws, attorney-client privilege, and judicial privilege, the NCAOC reserves
the right to monitor, review, log, report, copy, inspect, or retrieve all use of the Judicial Branch
Network or Information Technology Resources. The NCAOC also has the right to disclose such
unauthorized use of Information Technology Resources to authorized recipients, including law
enforcement.

Note: Having no expectation of privacy does not in any way waive the Judicial Branch’s right to protect its
non-public, Confidential Data or waive attorney-client privilege or judicial privilege.

6.9 Custody of Data

a. Organizational Users have a responsibility to ensure the confidentiality, integrity, and availability of
Data. Organizational Users are strongly encouraged not to store Confidential Data on their personal
devices since they do not own this sensitive Data. They should also refrain from storing any personal
information (photographs, correspondence, videos, etc.) on Information Technology Resources.

b. Also, there are various NCAOC employees and independently-elected court officials whose
constitutional or statutory authorities include maintaining the custody of Data stored on Information
Technology Resources. As a custodian of the Data, these Organizational Users may have other specific
responsibilities.

6.10 Bandwidth Usage

Network Bandwidth is not an unlimited resource. Networks are essential to conducting business for the
Judicial Branch. Excessive consumption of network bandwidth will be monitored and adjusted to provide
priority for business-related functions.

6.11 Circumvention of Security

Organizational Users are prohibited from using Information Technology Resources to circumvent any
security systems, authentication systems, User-based systems, or from escalating access privileges
without prior authorization and approval (e.g., sharing passwords or user IDs, not using multi-factor
authentication (MFA), not informing NCAOC about improper levels of access when assuming a new role).
Tampering with NCAOC security controls or taking any actions to bypass or circumvent the privacy and
security of Information Technology Resources is expressly prohibited.

6.12 Protecting Confidential Data
a. Organizational Users must take all reasonable efforts to protect PIl and other non-public, Confidential
Data.

b. Pllisincorporated by reference into the public records law pursuant to G.S. § 132-1.10(b)(5). Pll and
other Confidential Data in the NCAOC Data Classification Policy must be encrypted At Rest and in
transit or as otherwise determined by the NCAOC CISO to be adequately protected (e.g., stored in a
drive specially secured by the NCAOC).

c. Please note that electronic records may be requested in bulk unless “individually available online in a
format that allows a person to view the public record and print or save the public record to obtain a
copy” or available under a contract with the NCAOC for remote public access. G.S. §§ 7A-109(d) and
132-6.1(al); LexisNexis Risk Data Mgmt. v. N.C. Admin. Office of the Courts, 368 N.C. 180, 775 S.E.2d
651 (2015). In the event of a Public Records request, the burden is on the custodian to redact Pll and
other non-public, Confidential Data. G.S. § 132-6(c). Organizational Users must take all reasonable
efforts to protect Pll and other non-public, Confidential Data.
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6.13 Restrictions on the Use of NCAOC-Issued Equipment

NCAOC-issued Information Technology Resources (including laptops, mobile devices) may not be taken
outside of the United States without an exception that has been first approved by the requesting
Organizational User’s Hiring Authority and then by the NCAOC Director or CTO or his/her designee.

6.14 Restrictions on the Access of NCAOC Services and Judicial Branch Data

The NCAOC's services and Data may not be accessed from outside of the United States without an
exception that has been first approved by the requesting Organizational User’s Hiring Authority and then
by the NCAOC Director or the CTO or his/her designee.

6.15 Retention of Records

a. Records in the legal custody of the clerks of superior court, including without limitation all case files
and other Records of court proceedings, must be retained in compliance with the Rules of
Recordkeeping and the Records Retention and Disposition Schedules for Clerks of Superior Court
located respectively at: https://juno.nccourts.org/policies/judicial-branch/rules-recordkeeping-
procedures-office-clerk-superior-court and https://juno.nccourts.org/policies/judicial-
branch/records-retention-and-disposition-schedule.

b. Otherwise, Organizational Users are responsible for retaining Records in compliance with the
Functional Schedules approved by the Department of Natural and Cultural Resources located at:
https://archives.ncdcr.gov/government/state-government-agencies/functional-schedule.

6.16 Cybersecurity and Privacy Incidents

Any Event involving a stolen NCAOC-issued computing device, suspected or actual Cybersecurity Incident,
Privacy Incident, Privacy Breach, or Security Breach (including unauthorized access) involving the security
of networks, NCAOC Information Systems, applications, or computer systems, or the confidentiality of
Data requires immediate reporting to the NCAOC Help Desk at (919) 890-2407.

7 COMPLIANCE

Failure to adhere to this policy may put Information Technology Resources at risk. Sanctions for violation
of this policy will be governed by Section 10, Enforcement, of this policy.

The NCAOC may conduct periodic reviews to ensure Organizational Users’ policy compliance.

8 DISSEMINATION

This policy will be given to information technology personnel with responsibilities for implementing this
policy and any associated procedures, guidelines, or plans, including existing personnel upon approval of
this policy and new personnel during their initial training. This policy may also be posted to the Technology
Reference section of the NCAOC intranet for other Organizational Users. Affected Organizational Users
will be notified of amendments to this policy through training and intranet announcements.
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9 REFERENCES

NIST Special Publications 800-53, r5
NCAOC Planning Policy

NCAOC Planning Procedures
NCAOC Data Classification Policy
G.S. § 143-805

G.S. §132-1.10

G.S. § 14-190.13

G.S. § 7A-109(d)

G.S. § 132-6.1(al)

10 ENFORCEMENT

This policy will be enforced by the CTO, the NCAOC Executive Management Team, Hiring Authorities, or
court or judicial officials. Violations may result in disciplinary action(s), which may include a restriction or
revocation of access privileges; a written warning or written reprimand; demotion; suspension without
pay; dismissal; civil liability; and/or prosecution for applicable criminal violations. Where illegal activities
or theft of Judicial Branch property (physical, electronic, or intellectual) are suspected, the Judicial Branch
will report such activities to the applicable authorities.

11 NIST CONTROLS SATISFIED

Policy statements that satisfy the requirements of NIST controls as identified in Special Publication 800-
53, r5, as revised are so indicated throughout this policy.

This policy in its entirety satisfies the requirements of the following control(s): PL-4.

12 REVIEW CYCLE

This policy shall be reviewed biennially by the Information Security Office. If changes to this policy are
required prior to this biennial period, an ad hoc review will be performed.
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13 POLICY APPROVAL

This policy has been reviewed and is hereby approved by the undersigned. The signed version of this policy
will be stored by the CTO or the CTO’s designee.

Chief Technology Officer

(Signature) #Zethony A Mitmere (Date)  12/11/24

(Printed name) Anthony Whitmore
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